
TOP CLOUD
SECURITY RISKS
OF 2020

Poor Identity, Credential, &
Access Management

Risk: Attackers seek to exploit the fact that 
many Identity & Access Management (IAM) 
programs are insufficient or not up to date 
because organizations struggle to balance 
the identities of multiple human and machine 
users

Solutions: Enable multi-factor identification, 

use policy conditions, remove unnecessary 
credentials, limit machine credentials, and 
utilize IAM tools

Data Breach

Risk: Most data breaches occur through 
technological means, via phishing or 
malware, or through social engineering, by 
gaining enough trust to persuade someone to 
divulge personal information or credentials.

Solutions: Set up a perimeter firewall, enable 

data-at-rest encryption, require multifactor 

identification, review your user account 

lifecycle processes, and train employees to 

spot phishing attempts. 
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Data Loss

Risk: Data loss can occur due to deletion 
(usually accidental), alteration, loss of 
access, or unreliable storage. Any amount of 
data loss can be absolutely devastating to 
an organization.

Solutions: Build geo-redundancy into your 

storage solution, monitor for improper data 

usage, regularly audit for risks, and backup, 

backup, backup!
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Insecure API

Risk: The safety and availability of cloud 
services depend upon the security of the APIs 
that govern interactions between users and 
applications. If an API isn’t properly 
configured, its flaws can be exploited by 
hackers.

Solutions: Practice good API hygiene by 

ensuring built with access control, encryption, 

authentication, and activity monitors. Under 

no circumstance should APIs be reused.
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Denial of Service Attack

Risk: DOS attacks are carried out by 
overloading a system to the point where 
normal traffic is unable to be processed, 
leading to disruptions in service. They are 
a major drain on an organization’s IT time 
and resources and can lead to a loss of 
credibility. 

Solutions: Use an intrusion detection 

system, deploy a reverse proxy, enable rate 

limiting alarms, and block the IP addresses 

of known bad actors. 
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