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In 2021, IT must extend beyond simply enabling business and become an 
effective lever for success. IT today plays a larger role than ever before: 
storage devices can also compute, networks are intelligent, latency has been 
reduced, computational capacity is elastic, DevOps is automated, security is 
dynamic, data issues the verdict, and pace of innovation is 
unstoppable. It has become increasingly clear in the last several years 
that emerging technologies and processes are leading a continuous and 
rapid evolution of innovation.

Such changes stress the importance of aligning IT to business 
outcomes—especially in the wake of the Covid-19 pandemic, which has been 
a wakeup call for organizations across the globe as they grapple with 
changing workforce, customer, and market dynamics. 

When confronting the realities of the new normal, one thing is clear: the value 
of your organization depends on how resilient, adaptive, and 
customer-obsessed you are. Success in 2021 and beyond will hinge on 
an organization’s ability to harness technology that both empowers the 
workforce and differentiates offerings. According to Forrester, “2021 will be 
the year that every company—not just the firms that were already 
digitally savvy—doubles down on technology-fueled experiences, 
operations, products, and ecosystems”1.

Intro
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Technology acceleration will be a key theme in 2021, and that doesn’t only 
mean investing in new technology. The pandemic has led many 
organizations to tighten their budgets, meaning that it will also be crucial to 
uncover lost value in terms of agility and the technical debt accumulated to 
take advantage of the technology investments that you already made. 

In this report we will dive into the state of IT in 2021, and explore the key 
trends affecting the post-pandemic business era. 
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Faced with the pandemic in 2020, businesses did things that once seemed 
impossible at record-breaking speeds. IT was thrust into the spotlight 
and became the primary driver of maintaining business continuity by 
reinventing both work and the workforce and performing miraculous digital 
transformations to keep up with a changing market, sometimes overnight. 
2020 was a year like no other, and the lasting impacts of the Covid-19 
pandemic will be felt for years to come. As we move into 2021, IT will 
continue to play a crucial role as a lever for business success. 

Overview: 
Challenges & 
Solutions for IT 
Leaders in 2021 
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Challenge: Realigned priorities of both governments and consumers 
means that budgets will be rather uncertain until a clear end to the 
pandemic is in sight. IT teams will have to deal with smaller, leaner 
budgets while still being expected to maintain business continuity 
and agility with digital solutions. 

IT’s Role in Pandemic Recovery, source: WIPRO State of IT Infrastructure 2020 
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Here are some key challenges facing IT leaders in 
2021 and beyond:

Uncertain State of Demand :1
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Solution: IT teams will have to figure out innovative ways to work 
within their existing means to execute new projects or add new 
capabilities. Self-funding and creativity are the name of the 
game in 2021.  

Challenge: We have witnessed a significant shift towards digital 
channels for interactions, decision-making, and purchases. IT will 
be challenged with supporting applications that enable this new 
digital-first world.

Solution: Businesses will need to adopt a model that focuses spend 
towards variable and semi-variable costs, as the appetite for adding 
new fixed costs is significantly reduced with such uncertain busi-
ness projections. 

Shift in Channels: 2

Challenge: Businesses require new capabilities to provide their 
suppliers access to real-time data. The rapid volume and exponential 
velocity of data being handled, coupled with predictive and cognitive 
models, will demand dramatic changes to infrastructure and 
resources for keeping up with the ever changing dynamics.  

Solution: Ever changing business requirements make it challenging 
for IT leaders to arrive at accurate demand forecasts and capacity 
projections, but fortunately the wide range of technological options 
such as cloud microservices and serverless computing substitute 
capital-heavy investments with a utility-based model that allows for 
meeting performance demands as well as scaling.   

Evolution of Supply Chains: 3
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Challenge: Organizations are making deep investments in work from 
home solutions, with a sharp demand for tools for collaboration, 
productivity tracking, and secure data sharing. The new WFH 
paradigm is here to stay and represents a permanent new objective 
for IT teams. 

Solution: Craft IT solutions to meet the demands of a mobile 
workforce and focus on programs that provide flexibility and 
alignment from any corner of the globe. Enable operational 
flexibility for a workforce that can work from anywhere, anytime.

Workforce Efficiency :4

Challenge: The pandemic and post-Covid world represent an 
opportunity to rethink and adapt existing products and services 
and fine tune service offerings to align with changing market 
demands. Businesses will also have to quickly assess and rationalize 
their application portfolios to make space for newer, more efficient 
technology. Organizations must be prepared to reset and reboot 
their operations.   

Solution: Focus on new relationships, new collaboration ecosystems, 
and new networks. Embracing an agile and flexible mindset will help 
organizations sail through rapid changes painlessly. 

Product & Service Changes :5
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Challenge: In 2020 we witnessed budget cuts, redirections of funds, 
and hunts for new suppliers. Due to market uncertainty, most 
organizations are tightening their belts, but the one area that they 
cannot afford to cut back on is digital. Businesses that fail to digitalize 
will become irrelevant. 

Solution: Conduct a thorough audit of current systems to analyze 
what can be repurposed and what can be cut loose. Remember to 
keep security top of mind in this higher risk environment, as less 
secure solutions can open opportunities for malicious actors.  

Financial Health :6
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Just like disruption was the hallmark of 2020, in 2021 the name of 
the game is differentiation. According to SWZD2 , 76% of businesses are 
planning long-term changes as a direct result of the Covid-19 pandemic. 
The changes organizations must make in 2021 and beyond fall along three 
themes: people centricity, location autonomy, and business continuity. 

Key Drivers of IT 
Change in 2021 

People are the center of all business and in 2021, brands that are 
customer-obsessed will thrive. Organizations will also need renewed focus 
on digitalizing processes for employees to function effectively in today’s 
business environment. 

People Centricity:

• Organizations will leverage Internet of Behaviors (IoB) data, which     
 Gartner defines as the digital dust of people’s lives from a variety 
 of sources.                        
• Spending on loyalty and retention marketing will increase 30%

Trends to watch: 

 2Spiceworks Ziff Davis, 2020, 2021 State of IT
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Covid-19 has shifted the physical ecosystems in which employees, 
customers, and suppliers coexist. Technology must shift to support this new 
normal for business operations.

 Location Autonom :

• “Total Experience” (TX) will take center stage. According to Gartner,   
 TX is a combination of traditionally siloed disciplines like 
 multi-experience (MX), customer experience (CX), employee 
 experience (EX) and user experience (UX)3 
• 25% of brands will achieve statistically significant improvements in CX

Trends to watch: 

• Remote work will rise to 300% of pre-Covid levels4 
• 35% of companies will double down on workplace AI
• More than 60% of B2B sellers will be enabled by AI and automation
• Significant rise in distributed cloud

The many styles of distributed cloud:

• On-premises public cloud: This is a popular vendor
 offering, but it offers only a fraction of the provider's full   
 suite and remains relatively immature.
• Internet of Things (IoT) edge cloud: services that interact   
 directly with edge devices.
• Metro-area community cloud: The distribution of cloud
 services into nodes in a city or metro area connecting to
 multiple customers.

 3Gartner, 2020, Top Strategic Technology Trends for 2021
4Forrester, 2020, Forrester Predictions 2021

COMPUNNEL DIGITAL2021 State of IT0210



Resilience to withstand the volatility of a pandemic, recession, or other 
challenges is a primary concern for all organizations. 

These drivers of change illustrate the need for organizations to be  flexible
and ready to adapt and pivot to  weather future disruptions. These trends
and themes build on one another, and together they enable organizational
plasticity that will help businesses thrive for years to come.  

Business Continuity:

Trends to watch: 

• Cybersecurity Mesh tools will be embraced to support increasingly   
 distributed digital assets
• Collecting and leveraging behavioral and experiential data to 
 enhance near field experiences for consumers is mission critical. 
 In 2021, edge vendors will shave 5 points off public cloud growth.
• 27% of businesses plan to redefine disaster recovery plans 
• 30% of firms will increase spend on cloud, security and risk 
 management, networks, and mobility

• 5G mobile edge cloud: The delivery of distributed cloud 
 services as part of a 5G telco/carrier network
• Global network edge cloud: The delivery of cloud services   
 designed to integrate with global network infrastructure such  
 as cell towers, hubs and routers.
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IT Drives 
Business 
in 2021 
As we’ve outlined in previous sections, the Covid-19 pandemic has shed 
new light on the necessity for businesses to adapt quickly in order to 
survive in uncertain times. Even without the curveball of the pandemic, 
competition has tightened across industries in recent years, largely thanks 
to technological advances in digital. To not only survive but 
thrive, businesses must achieve extreme innovation. There are eight 
technologies that are foundational for digital transformation success 
in 2021: 

Open Source 

Proprietary software is losing favor as more and more organizations enjoy 
the flexibility and creativity that open source offers. Open source has truly 
become the cornerstone of the modern enterprise, and open source 
products exist for nearly every IT purpose:

Application software development: Development tools, repositories, 
programming languages 
Application deployment: Application server, databases, middleware 
Platforms: PaaS, API management, search and analytics, 
cognitive/AI tools, IoT 
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Reasons for embracing open-source include cost-effectiveness, lack of 
vendor lock-in, development flexibility, community support and more, but 
there are still substantial security concerns, and not all firms have the 
in-house knowledge and skills to manage and customize open-source 
solutions for specific business needs. Businesses must weigh the pros 
and cons carefully, and the trend going into 2021 is towards embracing 
open source for non-mission critical projects.  

System and infrastructure software: Operating systems, hypervisor, 
container infrastructure, cloud platforms, Software-Defined Storage, 
Software-Defined Networking 
Security: Proxy and load balancer, firewall, SIEM, directory 
Tools: ITSM, IT operations management, provisioning, monitoring, 
orchestration, discovery 

Software Defined Infrastructure

The premise of Software Defined Infrastructure (SDI) is to be able to 
customize the creation, operation, management and control of 
infrastructure entirely using code without the need to physically 
install and configure infrastructure. This enables for provisioning
infrastructure rapidly.

and on demand for performance and scale. This opens opportunities for 
organizations to implement a large scale physical infrastructure across 
failsafe connected facilities using commodity hardware, which can then be 
sliced, diced, and provisioned as per needs using code.  

This trend in separating control planes from data planes helps 
organizations achieve agility and efficiency while lowering the cost and 
footprint of IT infrastructure. The major drivers of SDI adoption are 
lowering refresh costs, automation, standardization, and avoiding lock-in. 
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Major Drivers of SDI Adoption 

Software defined infrastructure is a key driver of digital transformation, and 
a trend worth noting in 2021 and beyond. 

Respondents were asked to choose multiple response option

DevOps

DevOps adoption is a high priority for organizations of all sizes and levels of 
maturity. According to a 2019 WIPRO poll, 76% of organizations reported 
that they were in the early to intermediate stages of DevOps 
implementation.5  
The benefits of DevOps are irrefutable: a strong DevOps strategy allows 
organizations to innovate faster and more efficiently, dramatically 
improving business outcomes. In the past several years of DevOps 
adoption, the “ops” (operations) portion has lagged behind the development 
teams, but with the recent technological advances in the infrastructure and 
operations (I&O) space, there is renewed focus on optimizing the entire 
DevOps pipeline. 
There are 5 key drivers of increased DevOps adoption in 2021:

5WIPRO, 2019, State of IT Infrastructure Report 2020
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1. Infrastructure-as-Code (IaC) – IaC is the process of managing and   
 provisioning data centers through machine-readable files, rather than   
 physical hardware configurations. It allows teams to automate and   
 execute tasks such as compute, storage, and network capabilities, 
 improving scalability and reliability. 
2. Site Reliability Engineering (SRE) – SRE is a discipline that incorpo  
 rates software engineering into I&O, with the goal of creating scalable  
 and highly reliable systems.
3. Artificial Intelligence for IT Operations (AIOps) – machine learning   
 (ML) can improve monitoring and support real-time changes for IT 
 operations analytics programs.  AIOps is essential in complex and   
 dynamic IT environments, where manually extracting insights can 
 be a nearly impossible task.
4. Containerization – With the growth of microservices architectures 
 and cloud native applications, containerization is becoming standard 
 practice for development teams. Containers make DevOps 
 implementation easier, as they can be leveraged across hybrid 
 environments. 
5. Immutable Infrastructure – Immutable infrastructure is the concept   
 that once infrastructure is created, it is not altered. When new needs   
 arise, the old infrastructure is taken offline and replaced with some  
 thing brand new. Developments in cloud and container technology   
 allow infrastructure to be created in minutes. 

Internet of Things

The explosion of Internet of Things (IoT) technology has increased the 
dependency on infrastructure to support the vast volume of data being 
collected and generated by IoT devices. This has resulted in new challenges 
and therefore measures to overcome them. Mainly, fail safe security of 
such devices has become paramount concern, with the ubiquitous 
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interconnectivity of  these devices over the internet, causing traditional 
security standards and best practices to fall short. Secondly, this has also 
given rise to an exponential increase in demand for real time computing 
needs and power, and is influencing IT resource investments in edge 
computing and faster networking technologies, such as 5G. 

IoT components such as low-cost sensors, edge intelligence, reliable 
high-speed networks, and the high availability of cloud storage options are 
paving the way for exponential IoT adoption. According to WIPRO, 46% of 
organizations piloted IoT use cases in 2020, and that number is likely to 
ncrese in 2021 and beyond. 

Artificial Intelligence

In the wake of the Covid-19 pandemic, businesses across industries quickly 
adapted AI technologies to help with myriad challenges: 
monitoring for social distancing and sanitization in workplaces, 
personalizing digital customer experience when footfall to traditional brick 
and mortar locations evaporated, robotic process automation to replace 
human tasks, digital twins for remote healthcare, and much more.  Perhaps 
most importantly, companies are relying on artificial 
intelligence in data analytics to deliver seamless support and 
predictive capabilities.

In an uncertain market, the multiple business use cases for AI make it a 
must-have technology. Christine Boles, the VP of the IoT Group at Intel, 
predicts, “The pandemic has greatly accelerated the need for companies to 
complete their Industry 4.0 transformations with solutions that allow  them 
to have more flexibility, visibility and efficiency in their operations. We’ll see 
an acceleration of adoption of solutions that help address that need, 
ranging from AI including machine learning, machine vision and 
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advanced analytics.”6  Artificial Intelligence is a catalyst for digital 
transformation, and McKinsey reported in 2020 that 50% of organizations 
have adopted AI in at least one business function.7 

Microservices & Containers

Microservices and containers are essential for cloud-native applications 
and services, which will continue to power digital transformation 
strategies. Forrester predicts that by the end of 2021, 60% of companies 
will leverage containers on public cloud platforms and 25% of developers 
will leverage serverless.8  Furthermore, the containers market is expected 
to reach $4.3 billion by 2022.9

Container platforms lend agility to infrastructure and offer NextGen 
application packaging and orchestration with DevOps, resulting in faster 
and cost-optimized development. They also allow application teams to 
take ownership of code releases and embrace a continuous integration 
and deployment (CI/CD) culture for faster testing, updates, and 
innovation. Adoption rates of container technology will continue to rise 
into 2021, as container platforms support the increasing demand for 
as-a-service products. 

Container technology enables faster application development and 
deployment and offers quick scalability, and the adoption rates of these 
technologies will continue to grow as more businesses realize these 
benefits. Cloud native technologies, supported by microservices and 
containers, are essential to building and modernizing scalable, efficient, 
and innovative business applications.
.   

6Forbes, 2020, AI: What’s in Store for 2021?
7McKinsey, 2020, The State of AI in 2020
8Forrester, 2020, Forrester Predictions 2021
9451 Research, 2018, Application Containers Market Will Grow to Reach 4.3bn by 2022
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Edge Computing

Edge computing is essentially bringing computing closer to where data is 
generated and where action on the data can be taken. It is essential for the 
ultimate goal of ambient computing, which is the seamless yet invisible 
combination of myriad technologies, including networks, end-point 
hardware, software, data centers, cognitive processing, smart devices, AI, 
and more. These technologies work together in an ambient computing 
system to respond to needs autonomously, without the need for developer 
intervention. Edge and ambient technology offer speed and latency, 
security, cost savings, reliability, and scalability to organizations. 

2021 will witness new business models emerge that support the 
deployment of edge, and according to Forrester, edge vendors will shave 
5 points off public cloud growth. There are a few key drivers of this trend. 
First of all, large vendors are doubling down on edge technologies with 
cloudlike solutions that are deployable anywhere. Secondly, content 
delivery networks and data center 

vendors are offering edge compute services across thousands of local 
points of presence, supporting business systems that are more responsive 
and contextual. Lastly, the edge computing market received a large influx 
of venture investment in 2020, and buyers are expected to shift their cloud 
strategies toward the edge over the next three years in order to become 
more connected and keep pace with the latest innovations. 
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Intent-based Networking

Intent-based networking (IBN) is the combination of software-defined 
networks and intelligence. They involve prioritizing and optimizing business 
application traffic based on need and automating and orchestrating 
policies across the network using APIs. Digital transformation has 
accelerated in the pandemic, resulting in system-wide changes across 
operational service-level agreements (SLAs) and delivery requirements. 
Intent-based networking streamlines the translation of business intent, 
leading to faster and more accurate delivery. The benefits of intent-based 
networking include:

- Ease of network provisioning: IBN can reduce effort by up to 70%   
         with automated and seamless provisioning
- Integrated security: Integrated security provisioning and monitoring   
          can reduce network threats by up to 40%
- Ease of network operation: The analytics-based issue resolution    
          function of IBN allows for an 80% increase in ease of monitoring   
          and troubleshooting
- Improved end-user experience: IBN enables a cognitive interactive   
          network which increases end-user access by up to 90%10 

Over 50% of businesses across verticals are expected to realize the 
benefits of IBN by 2022. 

10WIPRO, 2019, State of IT Infrastructure Report 2020
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State of IT 
Spend 2021
In spite of market uncertainty, many organizations are prioritizing IT 
spending going into 2021. According to SWZD, the top three factors 
influencing IT spending are updating outdated resources (56%), increased 
business priority on IT projects (45%), and escalating security 
concerns (39%).11 

Naturally, the Covid-19 pandemic will also continue to influence tech 
spending into 2021 and beyond. 38% of organizations cite changes to 
business operations due to Covid-19 as a reason to increase spend, and 
35% cite the need to support a remote workforce. According to Gartner, 
digital transformation will not be subject to the same ROI justification it 
was pre-pandemic, as the mandate for IT becomes business 
survival—not just growth.12 
  
Let’s take a closer look at the IT spend breakdown in 2021.

Infrastructure continues to represent the bulk of IT spend in 2021, but as a 
percentage of total spend it has decreased over the last two years from 
35% in 2019 to 31% in 2021. The second biggest IT spending category 
is software, followed closely by hosted/cloud services and then 
managed services. 

IT Spending Spread 

11SWZD, 2020, State of IT 2021
12Gartner, 2020, “Gartner Says Worldwide IT Spending to Grow 4% in 2021,” press release, October 20th
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Hardware: The push towards remote work has shifted hardware spend 
towards portable devices. According to SWZD, 20% of IT hardware spend 
will be on laptops in 2021.  Another notable change in IT hardware 
budgets is an increase in spend on security devices, from 4% to 9%. 
This signals a shift in security priorities as organizations navigate 
uncharted territories with unprecedented numbers of employees 
working remotely.   

Software: Unsurprisingly, productivity software is expected to be the 
number one software investment organizations make in 2021 at 12% 
of budget. Coming in close behind is operating systems and security (10% 
respectively), followed by backup & disaster recovery software 
at 8%. This spend spread illustrates the effects of the new work from 
home paradigm. 
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Cloud Service: Cloud services continue to grow, and in 2021 the use of 
productivity apps, cloud storage, and communications solutions will drive 
even more cloud adoption. Additionally, cloud-based recovery and backup 
systems will take center stage as organizations work on their business 
continuity planning in case of future disruption. 

Covid-19 has directly influenced intended cloud spend:
• 17% of businesses plan to remove fixed costs and move to   
 “as-a-service” models due to Covid-19.
• 35% of organizations plan on speeding up their cloud migrations  
 due to Covid-19.

Managed Services: Managed backup, hosting, and hardware support 
will be the top investments in the managed services category in 2021, 
comprising 33% of overall spend. Due to heightened security concerns, 
managed security services will also take on a key role with 8% of 
managed service spend. 

The global Covid-19 pandemic has undoubtedly affected how business is 
done in the present and will continue to factor into purchase decisions into 
2021 and beyond, perhaps forever. However, there are several other fac-
tors driving IT spend in 2021:

Other IT Spend Factors
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Oftentimes – and increasingly in today’s heavily digital first business 
world – innovation is required to support business strategy. Technology 
initiatives that improve customer experience or business efficiency, for 
example, are primarily directives driven by business, although they have 
high dependency on IT for execution. Because of this, not all IT projects 
need to be funded from the IT budget. 

However your budget is allocated, the truth is that spending increases alone 
are not enough to guarantee growth. IT leadership needs a strong 
management strategy and roadmap that strikes a balance between 
technology spend such as platforming, automation, outsourcing, cloud 
solutions, and providing a better employee experience and opportunities 
for growth. 

Operational IT Budget vs Budget for IT Innovation
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Priority vs 
Investment 
Matrix for 
Technology 
Rationalization
The priority vs investment matrix can be used to rationalize which 
technologies an organization should focus on in 2021 and beyond. 
Applications/technologies can be grouped into four quadrants:

High priority - High investment: These projects are mission critical, but 
investment heavy, which can be tricky in an era of tightened budgets. IT 
departments should explore creative ways of engaging with partners to 
share costs of such items. 

High priority - Low investment: These projects should continue to be a 
priority, as they will continue to help IT align with business objectives in 
the Covid-19 and post-pandemic world. 
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Technology such as 5G, blockchain, edge computing, and artificial 
intelligence have surged in recent years, due to both technological advances 
and decreased compute costs. However, in 2021 it is likely we’ll see a 
cooling off of the emerging technologies market as many organizations 
invest more in optimizing existing operations for business continuity. 

Of course, the size of the organization makes a difference as well. 
Larger enterprises who are more confident as they weather the storm 
through the pandemic are still expected to increase investments in 
emerging technologies, while SMB’s are expected to dial down their spend 
on technologies that don’t offer a quick return on investment. 

State of Emerging Technologies
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These numbers suggest that organizations are focused on emerging 
technologies that make work faster and more efficient. Of course, the 
type of emerging technology investments being made do vary by indus-
try. For example, blockchain is being swiftly adopted by the hospitality 
and travel industry as a means to develop loyalty programs, and by the 
financial industry to securely track transactions. 

Technologies such as serverless and cloud-first are being adopted faster 
by IT services firms, 45% of whom intend to adopt serverless entirely by 
2022. Teri Bruns, the Head of Partner Ecosystem at VM Ware says that if 
organizations aren’t already using cloud-native apps based on 
microservices and containers, they soon will be. She states, “Cloud-native 
applications help your business operate with efficiency through 
automation, self-service, telemetry, and analytics that scale out and up as 
needed. Whether those modern apps live on-premises, in the cloud or on 
the edge, they need a unified platform for development, deployment, and 
operations. Enterprises need an IT infrastructure that can leverage 
containers, cloud resources and automation without compromising 
security and compliance.” 

There is no doubt that cloud has been the hero and enabler of agility and 
business continuity through the Covid-19 pandemic. Without cloud apps, 
tools, and services, businesses could not have sent millions of workers 
home, maintained global supply chains, or shifted entire industry busi-
ness models in a matter of weeks. In 2020 businesses embraced the 
cloud at record breaking pace, and the worldwide market for cloud 
services is expected to grow to $331 billion by 2022. 13 

State of Cloud

13WIPRO, 2019, State of IT Infrastructure Report 2020
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We are now entering an era of smart cloud, where businesses take 
advantage of both private and public cloud options for varying use cases. 
Private cloud is desired for mission-critical applications that have regulatory 
and compliance requirements, and the public cloud is increasingly being 
adopted at a fast pace by all kinds of businesses for agility, performance
and faster time to market. Public cloud is also making inroads in all 
organizations in projects for new initiatives, development, and testing.
Savvy cloud customers want to right-size their cloud resources to meet 
specific business needs and keep costs down. 

Private cloud provides higher levels of security and is desirable in 
regulated industries such as finance and health care, and offers 
some level of automation and self-service, but the “pay-as-you-go” 
consumption model is limited when compared to public cloud options. 
Early adopters of private cloud rushed in without a clear assessment of 
their workloads and consumption patterns and found themselves locked in 
to higher cloud bills and capital investment. This has led to an increase in 
“cloud smart” approaches whereby organizations optimize their use and 
spread across a hybrid environment, where private cloud is primarily used 
for mission-critical, data sensitive, regulation-bound applications. Because 
of this, many organizations are transforming their in-house IT 
to public cloud. There are a few key advantages to this:

- Private cloud allows IT to move seamlessly to the public cloud for  
 selected workloads
- Streamlined user experience and compute power
- IT retains full control

State of Private Cloud
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Q: How is your computer workload distributed?

Private cloud/virtualization

Physical hardware

Public cloud (IaaS and Paas)

59%

20%

21%

In 2021, there are four key features businesses will look for in a private 
cloud:

1. As-a-Service Offerings: there are two classes of private cloud   
 as-a-service offerings. The first is IaaS in client-owned data centers,  
 wherein providers bring in IT infrastructure management resources.  
 The second is IaaS in the service provider’s data center, wherein  
 providers offer hosting space, IT infrastructure, and WAN 
 bandwidth.  
2. Automation: automation in provisioning, configuration, and state  
 management is a top priority for most organizations. 
3. Self-service: Organizations expect that their application users   
 should have some level of autonomy and self-service in deciding  
 their infrastructure needs without going through a tedious 
 manual process. 
4. Integration with the Public Cloud: Private cloud solutions which can  
 mask the boundaries of private and public and offer a seamless   
 experience using a unified portal are in great demand.
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As businesses grappled with the new normal, they embraced the public 
cloud to create better customer experiences, empower remote teams, 
faster time to market and maintain competitive advantage. Cloud has been 
the backbone of the data-driven, app-based tech ecosystem that 
has been vital in the new normal, and public cloud growth is expected 
to make a big leap in 2021. Forrester predicts that the global public 
cloud infrastructure market will grow 35% to $120 billion in 2021. 
Gartner predicts that worldwide end-user spending on public cloud 
services will grow 18.4% in 2021 to total $304.9 billion.14  

State of Public Cloud

Table 1. Worldwide Public Cloud Services End-User Spending Forecast (Millions 
of U.S Dollars)

Cloud Business Process Services
(BPaaS)

Cloud Application Infrastructure
Services(PaaS)

Cloud Application Services (SaaS)

Cloud Management and Security
Services

Cloud System Infrastructure
Services(Iaas)

Desktop as a Service(DaaS)

BPaaS = business process as a service; IaaS = infrastructure as a service; 
PaaS = platformas a service; SaaS = software as a service

Note: Totals may not add up due to rounding.

Source: Gartner (November 2020)

Total Market

45,212

37,512

102,064

242,696

2019 2020

257,549

47,521

2021

304,990

50,336

68,964

2022     

362,263

43,823

101,480

14,880

51,521

1,204

44,741

616

44,457

1,945

17,00112,836

65,264

55,486

117,773

2,542

82,225

19,934

138,261

14Gartner, 2020, Gartner forecasts worldwide public cloud spending to grow 18% in 2021, Press 
Release, 11/17/20
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The Covid-19 pandemic forced organizations to focus on preserving cash 
and optimizing IT costs, supporting and securing a remote workforce, and 
ensuring business continuity. The cloud is a way to effectively address all 
of these needs. Due to this the proportion of IT spending that is shifting to 
cloud will accelerate in the post-Covid world, with cloud projected to 
make up 14.2% of the total global enterprise IT spending market by 2024, 
up from 9.1% in 2020.

In 2021, software-as-a-service (SaaS) will remain the largest market 
segment and is forecast to grow to $117.7 billion. 
The application-as-a-service (PaaS) market is anticipated to grow at an 
even higher margin at 26.5%, a trend that has largely been driven by the 
need for remote workers to have access to high performing, content-rich, 
and scalable infrastructure. This need has largely been addressed with 
modernized and cloud-native applications. 

A recent Gartner survey found that almost 70% of organizations currently 
using cloud services intend to increase spending as a direct result of 
disruptions caused by Covid. As enterprises continue to increase 
investments in remote working technologies and infrastructure, the 
growth in public cloud is predicted to be sustained through 2024. Cloud 
service providers are increasingly collaborating with telecommunications 
companies to extend their reach into the edge and support a hybrid 
workforce, which will lead to further market growth. 
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State of Data 
Protection & 
Disaster 
Recovery
Data Backup

2020 witnessed a mad dash to the cloud as businesses sought new ways 
to operate in the new normal, and that opened up myriad of opportunities 
for data loss, leakage, and security breaches. In 2021, shoring up data 
protection and disaster recovery efforts are a must for organizations of all 
sizes, as something that has long been considered an “insurance policy” 
for businesses rises to the top of the needs list. As organizations realize 
the value of data to the health and sustainability of their business, their 
approach to data backup and protection is changing. 

For years, businesses have set a percentage of acceptable data loss as a 
part of their data backup strategy, and as that percentage nears zero, the 
cost of backup and recovery solutions increases exponentially. Data 
backup is costly both in terms of the price of hardware and personnel, but 
in a time when data is nearly worth its weight in gold, more and more 
organizations are shifting to provide rapid recovery from localized failure,   
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To avoid backing up the same data repeatedly, many organizations are 
resorting to data archiving in cloud data vaults, which minimizes data 
backup while still enabling a recovery process at a reasonably lower cost. 
Although 2020 was the year of the cloud, data backup to the public cloud 
still shows low adoptions rates, mainly due to bandwidth requirements.

application corruption, or human errors. Increasingly, organizations are 
keeping a recovery copy of data close to the application source for 
immediate backup. Furthermore, data center backups are still considered 
business-critical, even if data is also duplicated and stored at a secondary 
site or cloud storage. This allows for near zero loss recovery and data 
consistency, as well as immediate data availability even without a 
recovery process, which allows organizations to use this data for testing, 
analytics, and QA without impacting other data systems.

Respondents were asked to choose multiple response options

Archive Backup
in DC

Replication Snapshots Offsite Continuous
availability

Backup in
public cloud
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Disaster Recovery & Continuity Planning

In 2021 downtime is not an option. In the new normal business happens 
globally and around the clock and increased competition in a tightening 
marketplace means organizations need to be ready for anything, 
24/7/365. Downtime and data loss erode brand reputation and have 
negative impacts on a business’ bottom line. Due to this, Disaster 
Recovery (DR) and Business Continuity Planning (BCP) have become 
more important than ever before. A strong disaster recovery plan is a 
key component of business continuity planning. DR plans must align 
with business objectives in order to be effective at guiding an organization 
through a disaster event.

Traditionally, DR has been planned with offsite backups, usually with a 
rudimentary tape backup solution. However, modern applications 
demand recovery within minutes, making offsite storage less than ideal. 
Emergence of cloud based DR has paved way for instant real-time 
disaster recovery by provisioning of hot standby solutions, or a cheaper 
cold standby sites for non-mission critical applications. Another major 
utility of public cloud that is emerging is for storing data snapshots. This 
requires less bandwidth than storing the data itself in the cloud, allowing 
infrastructure to be restored in the event of a disaster. 

Another option for disaster recovery in a post-pandemic world is 
DR-as-a-Service (DRaaS), which is a cost-effective option for 
organizations who don’t have the in-house infrastructure or expertise 
to run their own DR programs effectively.
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State of Digital 
Workspace
2020 may have been considered the year of remote work, but it was truly 
only the beginning of a permanent shift. Forbes predicts that by 2025, 70% 
of the workforce will be working remotely at least 5 days per month.15  A 
recent Gartner CFO survey found that 74% of organizations plan to 
permanently shift employees to remote work after Covid-19.16  These 
statistics point to a telling fact: productivity was not hampered by the shift 
to work from home solutions. On the contrary, many organizations found 
new and innovative ways to enhance productivity and collaboration, 
leading to surprise efficiencies and cost savings. 

The new normal demands that employees have unrestricted access to 
technologies that aid collaboration and provide anytime, anywhere access 
in order to foster collaboration and increase efficiency. CIOs in 2021 must 
provide agile, resilient, and workload-centric solutions that run on device, 
platform, and network provider agnostic infrastructure. This requires an 
approach that supports a fluid, adaptable digital workspace that keeps 
pace with both innovation demands and business growth objectives. 

15Forbes, 2021, This Is the Future of Remote Work 
16Gartner, 2020, “Gartner CFO Survey,” press release, April 3rd
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The new normal demands that employees have unrestricted access to 
technologies that aid collaboration and provide anytime, anywhere access 
in order to foster collaboration and increase efficiency. CIOs in 2021 must 
provide agile, resilient, and workload-centric solutions that run on device, 
platform, and network provider agnostic infrastructure. This requires an 
approach that supports a fluid, adaptable digital workspace that keeps 
pace with both innovation demands and business growth objectives. 

Tools that foster collaboration are the backbone of successful work from 
home (WFH) programs. Employees have two primary needs from a 
collaboration tool: to quickly discover information and to connect with 
other people. The latest collaboration tools such as Slack, Zoom, or Teams 
seek to accomplish both of these goals, but in practice many enterprise 
collaboration tools don’t meet users’ expectations on all fronts. Below is a 
collaboration matrix that demonstrates expected vs actual use cases 
fulfilled by collaboration tools. 

Collaboration Tools

Figure 50: Collaboration matrix: Expected and actual use cases fulfilled by collaboration 
technologies
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In a WFH environment, organizations can no longer measure productivity 
based on hours spent in the office. With a remote workforce spread across 
time zones and geographical areas, businesses need a way to measure 
performance based on quantifiable, trackable key performance indicators 
(KPIs). This has led to increased adoption of Objectives & 
Key Results (OKR) programs that foster alignment and accountability 
across teams.  

This matrix demonstrates that most technologies only cater to specific use 
cases out-of-the-box. This leads to decreased user adoption rates, as users 
prefer using existing tools that they can “make do with” rather than switch-
ing to a platform that doesn’t address all of their needs. 

The future-state of effective WFH collaboration is the emergence of 
programs that offer enterprises a simplified way to meet all user 
requirements, from accelerated insights to increased communication 
between teams. This can be accomplished by providing a platform 
that connects to microservices APIs across different collaboration 
technologies to create one, seamless experience that is able to:

• Quickly find relevant data for end users
• Provide easy access to relevant transactions for end users
• Foster collaboration via data and transactions between users
• Provide AI-powered services that generate applicable insights
• Minimize the cycle time for all collaboration activities

This approach will require agile IT solutions and rapidly respond to 
user feedbacks in order to find the correct balance for optimized 
collaboration.

Productivity Tools
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Programs such as UnlockOKR and Lattice allow users to set objectives and 
key results that can be tracked on a daily, monthly, or quarterly basis. They 
also enable constant feedback from supervisors and have functionality to 
link goals and objectives to other team members, fostering enhanced 
collaboration. 

Virtual Desktop Infrastructure (VDI) and Desktop-as-a-Service (DaaS) 
solutions will continue to witness high adoption rates in 2021 and beyond. 
According to a Markets and Markets17  survey, the desktop 
virtualization market is expected to reach $13.45 Billion by 2022, and Future 
Market Insights predicts that the DaaS market will grow at an 
18% compound annual growth rate (CAGR) from 2021-2029.18 

Both VDI & DaaS solutions offer benefits such as a smaller IT footprint, 
increased flexibility, and lowered costs. Perhaps most importantly though is 
the increased security offered by these solutions, especially at a time when 
cybercrimes are at an all-time high. 

Virtual Desktop & 
Desktop-as-a-Service 

17MarketsandMarkets, 2019, Report: Desktop Virtualization by Type
18Future Market Insights, 2019, Report: Desktop as a Service Market
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Compunnel Digital is a leading global IT services and consulting 
company, providing a wide range of services and solutions in digital, 
technology, strategy, consulting, and operations. Integrating unparalleled 
experience and specialized skills across industries, Compunnel Digital 
strives to work at the intersection of design, innovation, and strategy to 
ensure digital transformation success. Compunnel Digital helps 
businesses deliver real results by enabling them to run better, change 
faster, and grow bigger. Compunnel Digital capitalizes on highly flexible 
business processes, seamless Global Delivery Network, and an 
unparalleled domain and industry expertise. Headquartered in New 
Jersey, Compunnel Digital has been ranked in Inc. 5000 as one of the 
fastest growing companies. Compunnel Digital has been consistently 
ranked as one of the “Great Places to Work”, according to Inc.
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